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May 28™ 2015

Mike Katz-Lacabe
46 Estabrook Street
San Leandro, CA 94577

Ke: Data Practices Request

Dear Mr. Katz-Lacabe,

The Bureau of Criminal Apprehension (BCA) has received your data practices request and this
letter serves to inform you that we are fulfilling your request at this time.

Enclosed you will find the non-disclosure agreement, contract, and the requested notifications
maintained by the BCA.

The BCA does not maintain an MOU with other agencies in regard to BCA operated
equipment. The BCA is not aware of any letter from the FBI to Harris acknowledging a non-

disclosure agreement and granting Harris approval to sell hardware and/or software to the
BCA.

It should be noted that portions of these documents have been redacted pursuant {o Minnesota
Statute 13.82, subd. 25 as they would reveal deliberative processes or investigative techniques
of this agency that would disclose the existence of and the capabilities provided by cellular
exploitation equipment to the public. Disclosure of the redacted portions of the documents
would reveal sensitive technological capabilities possessed by the law enforcement community

and may allow individuals who are the subject of investigation to employ countermeasures to
avoid detection by law enforcement.

This would not only endanger the lives and physical safety of law enforcement officers and
other individuals, but also adversely impact criminal investigations. Disclosure of this
information could result in the BCA’s inubility to protect the public from terrorism and other
criminal activity becuuse, do public disclosures, this technology hus been rendered essentially
useless for fulure nvestigations. In order to ensure thal such cellular exploitation equipment
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continues to be available for use by the law enforcement community in an effective manner,
the equipment/technology and any information related to its functions, operations and use arc a
protected from potential compromise by precluding disclosure.

Please be advised that the State of Minnesota is allowed to charge for certain expenses related
to complying with this data request. The BCA will be waiving any fees associated with

compiling this request at this time.

If you have additional questions, requests, or concerns please contact me at any time.

Sincerely,

Jeffrey A. Hansen
Special Agent in Charge
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-U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C, 20535-0001

June 5, 2012

David Bjerga

Assistant Superintendent

Minnesota Bureau of Criminal Apprehension
1430 Maryland Avenue East

St. Paul, MN 55106

Re: Acquisition of Wireless Coliection Equipment/Technology and Non-
Disclosure Obligations

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Burean of
Investigation (FBI) and may be distributed within the Federal Government {and its contractors), U.S. intelligence, law
enforcement, public safety or protection officials and individuals with a need to kmow. Distribution beyond these entities without
FBI Operational Technology Division authorization is prohibited, Precautions should be taken to enswre this information is
stored and/or destroyed in a manner that precludes unauthorized nccess. Fformation bearing the LES caveat may not be used in
legal proceedings without first receiving authorization Jrom the originating agency. Recipients are prohibited Jrom subseguently
posting the information marked LES on a website on an unclassified nerwork,

Dear Assistant Superintendent Bjerga:

We have been advised by Harris Corporation of the Minnesota Bureau of Criminal
Apprehension’s  request for  acquisition of certain  wireless  collection
equipment/technology manufactured by Harris Corporation.  Consistent with the
conditions on the equipment authorization granted to Harris Corporation by the Federal
Communications Commission (FCC), state and local law enforcement agencies must
coordinate with the Federal Burean of Investigation (FBI) to complete this non-disclosure
agreement prior to the acquisition and use of the equipment/technology authorized by the
FCC authorization. i

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfully-authorized electronic surveillance. Disclosing the
existence of and the capabilities provided by such equipment/technology to the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to avoid detection by law enforcement. This would not only
poteutially endanger the lives and physical safety of law enforcement officers and other
individuals, bur also adversely impact criminal and national security investigations. That s,
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disclosure of this information could result in the FBT's inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
communpity, the equipment/technology and any information related to its functions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
information to the public in any manner including but not limited to: in press releases, in court
documents, during judicial hearings, or during other public forums or proceedings. Accordingly,
the Minnesota Bureau of Criminal Apprehension agrees to the following conditions in
conmnection with its acquisition and use of the Harris Corporation equipment/technology:

1.

By entering into this agreement, the Minnesota Bureau of Criminal Apprehension affirms
that it has statutory authority to lawfully employ this technology and will do so only in
support of public safety operations or criminal investigations.

The Minnesota Bureau of Criminal Apprehension assumes responsibility for operating
the equipment/technology in accordance with Federal law and regulation and accepts sole
liability for any violations thereof, irrespective of the Federal Burean of Investigation
approval, if any, for the sale of the equipment/technology:.

The Minnesota Bureau of Criminal Apprehension will ensure that operators of the
equipment have met the operator training standards identified by the FBI and are certified
to conduct operations.

The Minnesota Bureau of Criminal Apprehension will coordinate with the FBI in
advance of its use of the wireless collection equipment/technology to ensure de-
confliction of respective missions. »

The Minnesota Bureau of Criminal Apprehension will not distribute, disseminate, or
otherwise  disclose any information concerning the wireless collection
equipment/technology or any software, operating manuals, or related technical
documentation (including its technical/engineering description(s) and capabilities) to the
public, including to any non-law enforcement individuals or agencies.

The Minnesota Bureau of Criminal Apprehension will not distribute, disseminate, or
otherwise disclose any information concerning the wireless collection
equipment/technology or any software, operating manuals, or related technical
documentation (including its technical/engineering description(s) and capabilities)
provided to it to any other law enforcement or government agency without the prior
written approval of the FBI. Prior to any approved distribution, dissemination, or
comparable disclosure of any information concerning the wireless collection
equipment/technology or any software, manuals, or related technical documentation
related to such equipment/technology, all materials shall be marked “Law Enforcement
Sensitive, For Official Use Only - Not to be Disclosed Outside of the Minnesota Bureau
of Criminal Apprehension.”
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7. The Minnesota Bureau of Criminal Apprehension shall not, in any civil or criminal
proceeding, use or provide any information concerning the Harris Corporation wireless
collection equipment/technology, its associated software, operating manuals, and any
related documentation (including its technical/engineering description(s) and capabilities)
beyond the evidentiary results obtained through the use of the equipment/technology
including, but not limited to, during pre-trial matters, in search warrants and related
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of civil or criminal trial, without the prior written approval of the FBL. If the

~Minnesota Bureau of Criminal Apprehension learns that a District Attorney, prosecutor,
or a court is considering or intends to use or provide any information concerning the
Harris Corporation wireless collection equipment/technology, its associated software,
operating manuals, and any related documentation (including its technical/engineering
description(s) and capabilities) beyond the evidentiary results obtained through the use of
the equipment/technology in a manner that will cause law enforcement sensitive
information relating to the technology to be made known to the public, the Minnesota
Bureau of Criminal Apprebension will immediately notify the FBI in order to allow
sufficient time for the FBI to intervene to protect the equipment/technology and
information from disclosure and potential compromise. .

Notification shall be directed to the attention of:

Assistant Director

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod A
Quantico, Virginia 22135

(703) 985-6100

and

Unit Chief

Tracking Technology Unit
Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B
Quantico, Virginia 22135

(703) 985-6840

8. In addition, the Minnesota Bureau of Criminal Apprehension will, at the request of the
FBI, seek dismissal of the case in lieu of using or providing, or allowing others to use or
provide, any information concerning the Harris Corporation wireless collection
equipment/technology, its associated software, operating manuals, and any related
documentation (beyond the evidentiary results obtained through the use of the
equipment/technology), if using or providing such information would potentially or
actually compromise the equipment/technology. This point supposes that the agency has
some control or influence over the prosecutorial process. Where such is not the case, Of
is limited so as to be inconsequential, it is the FBI's expectation that the law enforcement
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agency identify the applicable prosecuting agency, or agencies, for inclusion in this
agreement.

A copy of any court order in any proceeding in which the Minnesota Bureau of Criminal
Apprehension is a party directing disclosure of information concerning the Harris
Corporation equipment/technology and any associated software, operating manuals, or
related documentation (including its technical/engineering description(s) and capabilities)
will immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipment/technology and information from disclosure and
potential compromise. Any such court orders shall be directed to the attention of:

Assistant Director

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod A
Quantico, Virginia 22135

(703) 985-6100

and

Unit Chief _

Tracking Technology Unit
Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B
Quantico, Virginia 22135

(703) 985-6840

10. The Minnesota Bureau of Criminal Apprehension will not publicize its acquisition or use

11.

of the Harris Corporation equipment/technology or any of the capabilities afforded by
such equipment/technology to the public, other law enforcement agencies, or other
government agencies, including, but not limited fo, in any news or press releases,
interviews, or direct or indirect statements to the media.

In the event that the Minnesota Bureau of Criminal Apprehension receives a request
pursuant to the Freedom of Information Act (5 U.S.C. § 552) or an equivalent state or
local law, the civil or criminal discovery process, or other judicial, legislative, or
administrative process, to disclose information conceming the Harris Corporation
wireless collection equipment/technology, its associated software, operating manuals, and
any related documentation (including its techmical/engineering description(s) and
capabilities), the Minnesota Bureau of Criminal Apprehension will immediately notify
the FBI of any such request telephonically and in writing in order to allow sufficient time
for the FBI to seek to prevent disclosure through appropriate channels. Notification shall
be directed to the attention of:

Assistant Director

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod A
Quantico, Virginia 22135 -

(703) 985-6100

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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and

Unit Chief
Tracking Technology Unit
Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B
Quantico, Virginia 22135

(703) 985-6840

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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The Minnesota Bureau of Criminal Apprehension’s acceptance of the above conditions shall be
evidenced by the signatures below of an authorized representative and wireless collection
equipment operators of the Minnesota Bureau of Criminal Apprehension.

Sincerely,

Vsl ——

Amy 5 Hess

Assistant Director

Operational Technology Division
Federal Burean of Investigation

e - »
Acknowledged and agreed to this |0y _day of . JUMNAS 2012

: 4
T ONK ?/’\\.—/
David B jerga “
Assistant Superinte t
Minnesota Bureau of Criminal Apprehension

St. Paul, MIN
William O’Donnell
Senior Special Agent

Stephen Kennedy e
Special Agent '

Lance Lehman

Special Ag;/)

e
Michael Kaneko
Special

AL

Wiiliam Bentett
Special Agent -

—

8
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Dear Assis’gagthp;ﬁﬁ_fendaﬂi Bjerga:
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1.8, Department ef J !;s!icé '

' Fedesal Burean of Investigation

'
a

T Wastington, D.C, 30355-000

June 5, 2012

. David Bierge

Assistant Superintendent

‘Minnesota Bugean of Giiminal Apprehension
- 1430 Matylind Avghue Bast
St. Paitt, MN 55105 -

Res Acqui_'sit}d;n’ofw'i;eiess Collection Equipinéntf”f‘echﬂdlogy and Non-
Disclosurs Obligations S -

LAW ENFORCEMENT SENSITIVE (LES): . The information i this docwment is the property of thé Federal -Bureatt of
Invéstigarion {FBJ) ard may b distributed sy;‘th;‘ﬁ ‘e Fedderal Govermmens (and it contractors), U.S. Z};:éﬁi‘gé;zc‘é, mw
eiforcement, public safefy or prdle?:’givﬁ officials and indfviduals With a need 18 kiow, Distribution, beyond thess entities withour
FBI Operarional Technology Division. authbrizafion is profubited. Precantions should be taken o ensure this informativn is
stoyed and/or desréyed in o manner that prechader unasthorized access. feforiation bearing the L.ES caveai mey rot be used o
legal proceedings without firsl récetving autharization. froni the eriginating agency. Recipients uré protibited from subsequently

pdsting the information marked LES on o viebsite on an wielassified network.

We haye been advised by Hards Corporation of the Minnesots, Burean of Crimsinal
Apprebension’s  request  for Cacquisiion  of - certaln  wireless - colleation -
equiptent/technology - manufactured by ~Harris Corporation. Consistenit with - the-
‘conditions on_the equipniert authorization granted: to Harrs Corporation by the Federa] -
Comnuaieations Conimission (FCC), state and local 1aw epforcément .agencies mpst
coordinate with the Federal Burean of Investigation {FBI) to complete this non-disclosure
agreement prior (0 the acquisition and tisé of the equipment/technology aitthorized by the
BCC suthgrization. B C , ‘

~As you are aware, law . eoforcerient agencies jncreasingly rely on wireless collection
eqnipmeiit/ischiology to conduct lawfully-anthorized ‘elegtronic surveillance. Disclosing the
existence of apd the capabilities - provided by such mﬁipm&uﬂfﬁ{ihnelagy ta the public would
reveal sepsitive technological capabilities possessed hy the law enforcement community aud fay .
alfow individuals Who dre the suliject of investigarion wherein this equipment/technelogy is used
to employ cotmtermicasures fo avoid' detection by law énforcement, Thig would 5ot only
potentially endanger the lives and physical safety of law enforcement officers and. other
individuals, but also adversely impact ciiminal dnd nafional seourity ifivestigations, That i,
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- disclosure of this mfonnatmn could result in the FBI’S imability to protect tha pubhc from -
terrorism and other criminal dctivity because, thmugh public disclesnres, this technology has
been tendered esséntially nseless for future investigations. In order to ensure that sach wueie,ss
colléction eqmpmmtitechnology continues to be available for use by the Jaw enforcement

: cammumty the eqmpment/technoloﬁy and any mformauon related to its functions, operation,
arid nse shall be protected from potential, compmmzse by precluding diselosure._of - this.

' mfsnnatmn 15 the public in. any, majines dhctuding, but not: Jimited fo}

v Accordmg}”y,
the’ ‘Minnesota. Bureau of Criminal ‘Apprehesision agrees fo the following conditions in
“connection with its acqnisition and use of the Harris Corporamm equipmient/techinology:

1. By entermg into this Agreément, the anesoi:a Bureau of Crimigal Apprehensmn affirms

that it has statutory authority to- lawfully einploy this technology and will do so oniy in
support of public safety operatlons or criminal m‘vesugatmns

2. The Minnestita Bureau of Criminal Appraﬁénsmﬁ assumies résponsibility far opérafing
 the eqmpmcnt/tcchn 10 in acoordance with Fedéral law and regulation and aceepts sole
habzhty fﬂr &0y vi _,‘_»_,‘ e > of tha Fsdara} Burean of Investigation

contliction of respective missions.

The anesota Bureau of Criminal Apprehensmn wﬂi not distributs, dlssmnﬂata of -
e - dlsclose _agy. -ipfermafi "

.ﬁiﬂ'ﬁm incladiiig %B‘iéﬁy'ﬂdﬁil}ivv‘eﬁfércéﬁlﬁfiniifduai‘s ot agencigy,”

The Mintesota Bureau of Cnmma} Apprchansmn Wﬁl not distabntc, dzsssxmnam, o1
otha' ise  disclose mfarmaﬁon S

provides it to any " otlier law snfomem__ tor g govemmm
mttan approval of the FBL Pror to any approved distnbutwa, dxss 7
‘cmmparabte disclosure of aﬁy mffmna{mn

I'to such. equipmer iecbnology, all. maicnals ghall be mxrked Lay Enforéamenf
Sensmw: For Official Use Only- - Not to be Disclosed Ontside of the Minnesota Burean
of Criniinal Apprehension.””
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WL IInedarelys DEpIt e COL T Oraer : > -
- intervene 1o protect the aqmpment?technology and Tformation from disclosure and
potﬂntzal compmmlse Amny such court orders shall be directed to the attention of:

10. The Nﬁnnesata Bureau of Cnmmal Apprehension will not: pubhmze its acquigition or use
of the Hams Corporation equiprnent/technology. of any of the capabi orded by
such equipment/technology o the public, other law aricrcemcnta e i gifier
ov&mman ,agcncies mcludzrig, but not hmltcd to, Lo

11. In “the event a£ the anasota Bureau Of Gmmmal Appmhensmn receives. & , tequest

. pu:suant to the. Freedom of Informatton Act (5 US.C. §552) or an equwalent state or

local law, fhe civil or cmmnal dxscovsry pmcess, or othsr judicial, legi iatxve or
HIe ¢ . -1

33 such requcst telephomcally and in waiting in- drder 0 allow §
e FBI to seck to prevent dtsclosure throtigh appropriste channsls. Not
be dirécted to the attenﬁon of:
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The Ninnesota Burean of Criminal Apprehension’s acceptange of the above conditions shall ba-

. evidenced by ‘the signdtnres below of an authorized representative. and witeless collection
equipmeént operators of the Minnesota Burean of Criminal Apprebension,

" Sidcerely,

Acknowledged aid dgfoed to this ' day of .Lj At 2013,

David Bierga . /A~
Assistant Shperinténdent
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Subject: Disclosure Reques N

Date: October 23, 2014 at 4:07 PM
To: andrew.evans @state mn.us

Hello Andrew,

(U/LES) Thank you for talking with me yesterday about your pending disclosure request. As stated in our conversation, the protection of cell site simulator
(CSS) information is a concern for all law enforcement agencies in'the U.S. In light of the importance of the lawful usage of the CSS gear, my unit would like
to assist you in protecting the data associated with the CSS gear from exposure to counter measures in criminal, terrorism, and foreign intelligence
investigations. The first layer of protection for the CSS gear is the Non Disclosure Agreement (NDA), which your agency has signed in order to receive

the CSS gear. From our conversation yesterday, my understanding is that you are being asked to disclosure all or part of the NDA. In order to clarify our
position, I have attached a letter that the FBI has created for the purpose of articulating the law enforcement and legal support for protecting the NDA. We
can send a signed copy of the letter to a government official, if you believe that will assist you in protecting the NDA. Please note that the letter is marked

(LES).

(U/LES) In addition, you mentioned that the requestor has claimed that other disseminations of CSS information have appeared in the public view, which
classifies them as "public record" pursuant to Minnesota’s laws, and therefore are subject to disclosure by your agency. When possible, would you be willing
to send a sample of such information as we may be able to clarify the circumstances of the dissemination? Some disseminations may have been conducted
unlawfully and therefore should not be considered “public record” or be subject to further authentication. In addition, we would like to be in a position to
assist you in determining the scope and type of your pending response, so if we could set up a meeting with our FBI legal counsel and your office, that would
be greatly appreciated. .

Thank youl.

UNCLASSIFIED - FOR OFFICIAL USE ONLY - LAW ENFORCEMENT SENSITIVE
This correspondence should be treated as law enforcement sensitive (LES) and is "FOR OFFICIAL USE ONLY" (FOUO).

LAW ENFORCEMENT SENSITIVE (LES): The information in this document is the property of the Federal Bureau of Investigation (FBi}
and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public safety or
protection officials and individuals with a need to know. Distribution beyond these entities without FBI Operational Technology
Division authorization is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a
manner that precludes unauthorized access. Information bearing the LES caveat may not be used in Iegdl proceedings without
first receiving authorization from the originating agency. Recipients are prohibited from subsequentfy posting the information
marked LES on a website on an unclassified network.




Frenni: Fvans, Andrew (DPS) andrew.evans @state.mn.us &
Subjest: BCA Documents - Cellular Exploitation Equipment

Diate: December 5, 2014 at2:38 P
T “

Attached is a copy of what the BCA intends to release in relation to our ongoing discussions related to
our contract with Harris Corporation and the NDA we have with the FBI.

Please let me know if you have any questions.

Sincerely,

Drew Evans | AsSISTANT SUPERINTENDENT
o

%

BUREAU OF CRIMINAL APPREHENSION
1430 MaryLanD Avenue East, ST. Paut, MN 55106
651.793.1108 | Andrew.Evans@state.mn.us | Follow BCA

BCA Cellular Exploitation
Equipment.pdf



